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TimeTrade Systems Inc. 
Tewksbury, Massachusetts 

INDEPENDENT SERVICE AUDITOR'S REPORT 

Scope 

We have examined TimeTrade Systems Inc.'s (TimeTrade Systems) accompanying assertion titled 
“Assertion of the Management of TimeTrade Systems” (assertion) that the controls within 
TimeTrade Systems’ SaaS Platform system were effective throughout the period October 1, 2018 
to September 30, 2019, to provide reasonable assurance that TimeTrade Systems’ service 
commitments and system requirements were achieved based on the trust services criteria relevant 
to Security and Confidentiality (applicable trust services criteria) set forth in TSP 100, 2017 Trust 
Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy 
(AICPA, Trust Services Criteria). 

Service Organization's Responsibilities 

TimeTrade Systems is responsible for its service commitments and system requirements and for 
designing, implementing, and operating effective controls within the system to provide 
reasonable assurance that TimeTrade Systems’ service commitments and system requirements 
were achieved. TimeTrade Systems has also provided the accompanying assertion about the 
effectiveness of controls within the system. When preparing its assertion, TimeTrade Systems is 
responsible for selecting, and identifying in its assertion, the applicable trust service criteria and 
for having a reasonable basis for its assertion by performing an assessment of the effectiveness of 
the controls within the system. 

Service Auditor's Responsibilities

Our responsibility is to express an opinion, based on our examination, on whether management's 
assertion that controls within the system were effective throughout the period to provide 
reasonable assurance that the service organization's service commitments and system 
requirements were achieved based on the applicable trust services criteria. Our examination was 
conducted in accordance with attestation standards established by the American Institute of 
Certified Public Accountants. Those standards require that we plan and perform our examination 
to obtain reasonable assurance about whether management's assertion is fairly stated, in all 
material respects. We believe that the evidence we obtained is sufficient and appropriate to 
provide a reasonable basis for our opinion. 
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Our examination included: 

• obtaining an understanding of the system and the service organization's service
commitments and system requirements;

• assessing the risks that controls were not effective to achieve TimeTrade Systems’ service
commitments and system requirements based on the applicable trust services criteria;
and,

• performing procedures to obtain evidence about whether controls within the system were
effective to achieve TimeTrade Systems’ service commitments and system requirements
based the applicable trust services criteria.

Our examination also included performing such other procedures as we considered necessary in 
the circumstances. 

Inherent Limitations 

There are inherent limitations in the effectiveness of any system of internal control, including the 
possibility of human error and the circumvention of controls. 

Because of their nature, controls may not always operate effectively to provide reasonable 
assurance that the service organization's service commitments and system requirements were 
achieved based on the applicable trust services criteria. Also, the projection to the future of any 
conclusions about the effectiveness of controls is subject to the risk that controls may become 
inadequate because of changes in conditions or that the degree of compliance with the policies or 
procedures may deteriorate. 

Opinion 

In our opinion, management's assertion that the controls within TimeTrade Systems’ SaaS 
Platform system were effective throughout the period October 1, 2018 to September 30, 2019, to 
provide reasonable assurance that TimeTrade Systems’ service commitments and system 
requirements were achieved based on the applicable trust services criteria if complementary 
subservice organization controls and complementary user entity controls assumed in the design 
of TimeTrade Systems’ controls operated effectively throughout that period is fairly stated, in all 
material respects. 

Moody, Famiglietti & Andronico, LLP 
Tewksbury, Massachusetts 
December 23, 2019 



Ags.eltion of the Manaqement of TimeTrade Systems lnc.

Moody, Famiglietti & Andronico, LLP
Tewksbury, Massachusetts

We are responsible for designing, implementing, operating, and maintaining effective controls within
TimeTrade Systems' SaaS Platform system throughout the period October 1, 2O1B to September 30,
2019 to provide reasonable assurance that TimeTrade Systems' service commitments and system
requirements relevant to Security and Confidentiality were achieved. Our description of the boundaries of
the system is presented in Section lll and identifies the aspects of the system covered by our assertion.

TimeTrade Systems uses a subservice organization to provide hosting and physical security services.
The description of the boundaries of the system indicates that complementary subservice organization
controls that are suitably designed and operating effectively are necessary, along with controls at
TimeTrade Systems, to achieve TimeTrade Systems' service commitments and system requirements
based on the applicable trust services criteria. The description of the boundaries of the system presents
TimeTrade Systems' controls, the applicable trust services criteria, and the types of complementary
subservice organization controls assumed in the design of TimeTrade Systems' controls. The description
of the boundaries of the system does not disclose the actual controls at the subservice organization.

The description of the boundaries of the system indicates that complementary user entity controls that are
suitably designed and operating effectively are necessary, along with controls at TimeTrade Systems to
achieve TimeTrade Systems' service commitments and system requirements based on the applicable
trust services criteria. The description of the boundaries of the system presents the service organization's
controls, the applicable trust services criteria, and the complementary user entity controls assumed in the
design of the service organization's controls.

We have performed an evaluation of the effectiveness of the controls within the system throughout the
period October 1,2018 to September 30, 2019, to provide reasonable assurance that TimeTrade
Systems' service commitments and system requirements were achieved based on the trust services
criteria relevant to Security and Confidentiality (applicable trust services criteria) set forth in TSP 100,
2017 Trust Services Criteria for Security, Availability, Processing lntegrity, Confidentiality, and Privacy
(AICPA, Trust Services Criteria). TimeTrade Systems' objectives for the system in applying the applicable
trust services criteria are embodied in its service commitments and system requirements relevant to the
applicable trust services criteria. The principal service commitments and system requirements related to
the applicable trust services criteria are presented in Section lll.

There are inherent limitations in any system of internal control, including the possibility of human error
and the circumvention of controls. Because of these inherent limitations, a service organization may
achieve reasonable, but not absolute, assurance that its service commitments and system requirements
are achieved.

We assert that the controls within the system were effective throughout the period October 1, 2018 to
September 30, 2019, to provide reasonable assurance that TimeTrade Systems' service commitments
and system requirements were achieved based on the applicable trust services criteria if complementary
subservice organization controls and complementary user entity controls assumed in the design of
TimeTrade Systems' controls operated effectively throughout that period.

Signature:

12t23t2019
Bruce Brown
Chief lnformation Security Officer
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III. Overview of Operations 
 
i. Company Overview 

Headquartered in Tewksbury, Massachusetts, TimeTrade Systems  Inc. (TimeTrade or the Company) is the 

leading provider of self-service appointment scheduling solutions for enterprise, small business and 

individual clients. Founded in 1999, TimeTrade enables its customers to convert a digital first touch 

interaction into a high-value, in-person meeting. TimeTrade’s 85 employees are especially adept at solving 

scheduling problems for customers in the consumer retail, retail banking, higher education and health and 

wellness industries. TimeTrade applications include a rich set of services and resources, complex business 

rules, multiple locations and time zones, and the ability to support scheduling through multiple channels 

including Web, mobile, IVR, call centers, kiosks, and walk-ins.  

 

Regulatory Commitments and System Requirements 

Regulatory Commitments 

TimeTrade's primary regulatory risk comes from the receipt of certain personally identifiable information 

(PII) (name, e-mail address and telephone number only) subject to applicable laws and regulations, as well 

as protected health information (PHI) under HIPAA/HiTECH and state laws and regulations for a subset 

of healthcare industry customers. TimeTrade reviews applicable regulations in regions where it does 

business and updates company policies accordingly.  

TimeTrade has in-house legal counsel that reviews its business practices periodically. In addition, 

TimeTrade complies with the EU-U.S. Privacy Shield Framework as set forth by the U.S. Department of 

Commerce regarding the collection, use, and retention of PII transferred from the European Union to the 

United States. TimeTrade has certified to the Department of Commerce that it adheres to the Privacy Shield 

Principles. 

Detailed Decomposition of Systems and Order Process 

TimeTrade is an internet-based SaaS scheduling application that gives customers an opportunity to 

schedule meetings with a Subject Matter Expert (SME). The application is offered in two distinct service 

levels; a) Enterprise Edition, an advanced full feature, highly customizable, massively scalable solution, 

with support for third party integrations designed for large organizations and b) Small to Medium Business 

Edition (SMB), a turn-key low effort configuration for smaller organizations who require base functionality. 

For both service levels, Customers access the application using a web browser on their desktop or mobile 

device. The application will look at the individual(s) that are mapped as “experts” and the options or 
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combinations chosen and will then present a calendar to schedule a session for the SME(s) based on their 

own calendar availability. Once the appointment time is chosen, a calendar invite is sent to both the SME 

and the customer. 

 

System Design 

TimeTrade’s SaaS data platform is designed to meet applicable regulatory and contractual commitments. 

These commitments are based on the services that TimeTrade provides to its customers and data partners, 

as well as the laws and regulations that govern the provision of those services, and the financial, 

operational, and compliance requirements that TimeTrade has established for its services. TimeTrade 

establishes operational requirements in its system design that support the achievement of its regulatory 

and contractual commitments. These requirements are communicated in TimeTrade’s policies and 

procedures, system design documentation, and contracts with its customers and data partners. 
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The following diagram illustrates how a typical end user workflow is implemented when interacting with 

TimeTrade services. 
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The following diagram illustrates how the individual components of the TimeTrade services interact 

during a typical consumer web session.
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ii. Organizational Chart 

TimeTrade employs the following hierarchical framework for the governance of its InfoSec program.  

 

 

 

 

 

 

 

 

 

 

 

Executive Management 

Executive management consists of the CEO/President and department Vice Presidents. TimeTrade 

executives have the responsibility to manage business risks in a proactive manner consistent with the best 

interests of customers, TimeTrade and its employees. As the owners of the overall InfoSec governance 

process, TimeTrade executives: 

• Approve the strategic direction for TimeTrade’s InfoSec program; 

• Communicate the strategic direction and status of TimeTrade InfoSec program to the TimeTrade 

Board of Directors at regular meetings; 

• Establish the framework for TimeTrade’s InfoSec governance and ensure its proper operation; 

• Allocate sufficient funding and resources to execute information security controls and approved 

initiatives;  

• Ensure that TimeTrade staff is knowledgeable about security related issues and includes trained 

subject matter experts to perform operations and incident response; 

• Approve policies and policy updates; 

• Monitor the overall state of security and confidentiality controls through regular review of key 

information security activities, risk assessments and progress on security risk mitigation initiatives; 

• Review results of security audits and approve appropriate corrective actions when necessary; 

• Model and promote the highest standards of business conduct providing demonstrative support 

for, and commitment to, the information security program; 
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• Communicate and enforce information security and confidentiality policies and standards by 

ensuring that subordinate managers, employees, and contractors receive the direction and 

guidance necessary to fulfill their individual responsibilities; 

• Establish and maintain a mechanism for individuals to report, without fear of retribution 

intimidation or reprisal, practices that: 

o Are contrary to organizational policy, laws, regulatory requirements, or ethical business 

practices; and 

o Render information or associated processing systems vulnerable to compromise; and 

• Ensure that any person reporting a security issue will be protected from intimidation or retaliation 

for reporting such incident.  

 

InfoSec Program Oversight Council 

The InfoSec Program Oversight Council is the custodian of TimeTrade’s confidentiality and security 

policies. This Council manages the overall InfoSec program. The InfoSec Program Oversight Council 

consists of the CISO (Chief Information Security Officer), Chief Financial Officer, Chief Technology Officer, 

VP Customer Success, and the Director of Hosting Operations. It is led by the CISO and its responsibilities 

are: 

• Ensure that the activities called for on the TimeTrade InfoSec calendar (approved by Executive 

Management) are completed in a timely manner; 

• Schedule and conduct quarterly risk reviews; 

• Schedule and conduct independent annual audits, (i.e. SOC2 Audit); 

• Obtain approval from Executive Management for an annual InfoSec program operating budget; 

• As needed, recommend and obtain approval from Executive Management, for updates to 

TimeTrade’s InfoSec strategy, governance framework, policies and calendar; 

• Lead and coordinate the implementation of information security and confidentiality policies, 

standards, processes and guidelines; 

• Arrange and supervise formal security audits as scheduled; 

• Arrange, supervise and document random security control compliance audits; and 

• Ensure that all employees are aware of TimeTrade’s policies and receive annual security awareness 

training. 
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Incident Response Team 

The Incident Response Team is a virtual team that is formed on an as-needed basis. The Incident Response 

Team is co-led by the CISO, CTO and VP of Customer Success with support drawn from across TimeTrade 

as necessary. This team is responsible for: 

• Creation and maintenance of response procedures & protocols; 

• Assessing reported incidents of security policy non-compliance or breaches; 

• Coordinating and executing incident response procedures & protocols; and 

• Keeping Executive Management informed of progress in remediating incidents. 

 

Management 

TimeTrade managers are responsible for creating and enforcing the administrative and technical 

procedures that ensure security controls are followed and that documented evidence is available to prove 

controls are consistently followed. Managers are the custodians of procedures and documented evidence. 

Manager’s activities include: 

• Ensure employees complete annual Security Awareness training; 

• Create and update administrative and technical procedures within their span of control; 

• Train their staff on the correct use of procedures; 

• Ensure that their staff understand how to apply security procedure updates; 

• Supervise staff activities to ensure that security procedures are being followed; 

• Implement methods of collecting auditable evidence that proves security controls are consistently 

being followed; and 

• Ensure that all detected security related incidents are documented and escalated in accordance 

with Company policy.  

 

Employees and Contractors 

Depending on their job responsibilities, employees can be either users or custodians of information or 

information systems. Employees are responsible for: 

• Familiarizing themselves with the information security and confidentiality policies, standards, 

procedures and guidelines applicable to the individual’s organizational responsibilities and 

specific job function(s); 

• Complying with the requirements outlined in TimeTrade’s information security and 

confidentiality policy, procedures and standards as well as any local procedures established within 

the individual’s specific functional area; and 
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• Reporting, to their immediate supervisor or a member of the InfoSec Program Oversight Council, 

control weaknesses, inappropriate access by self or others, non-compliant practices, actual or 

potential compromises, and recommendations for improving TimeTrade’s overall information 

security and confidentiality program. An anonymous reporting mechanism is available if desired.  

 

iii.  System Description 

“TimeTrade Application Services” are the TimeTrade internet-based applications used by the customer to 

implement, access, control and manage its unique application instance (ClientID).  

 

TimeTrade customers are provided with graphical user interfaces for easy configuration and management 

of their application instance (ClientID); no direct command line interface (CLI) level access is provided to 

customer teams. Using the UI (User Interface), Customer administrators can set user login and access 

controls as well as customize the look and feel of the application instance.  TimeTrade also provides 

programming interfaces (APIs) and certain other related technologies that can be used for integration of 

customer systems.  

 

The following diagram shows the primary components of TimeTrade applications services and hosting 

platform. All production instances are built with high-availability and scalability as key components within 

the infrastructure. Each component has a redundant partner configured to take over processing in the event 

of a server level fault. 
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Note; this diagram depicts the systems used for a typical Enterprise Level TimeTrade customer. Although a 

common security infrastructure is utilized, not all application level functionality or components are pertinent 

too Small to Medium Business (SMB) subscribers. 
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Customer Environment Options 

There are three basic hosting environments/options available to the client: 

1) Shared instance hosting 

a.  Unique client ID in common database 

2) Dedicated instance hosting* 

a. Dedicated applications servers and database instance  

b. Some common components and services will be utilized 

3) On-premise hosting* 

a. Available via special contract arrangements 

 

There are three distinct hosting environments within the hosting platform. Each is logically separated via 

VLANs and firewall rules.  

1) Production 

2) Staging/Client Development (Beta) 

a. The Staging/Development areas can have multiple instances, which support test-driven 

development. 

b. Sub-sets for load testing are available* 

3) Integration (Alpha) testing, limited client access* 

Application code is migrated from the Integration (ALPHA) instance to the Staging/Development instance 

(BETA) for development and client integration testing prior** to being deployed to the production 

environment (PROD).  

 

 
* Not available for SMB Subscribers 

**Enterprise level subscribers only. SMB subscription levels are provided as a turn-key solution, external BETA and custom integrations sites are 

not required for SMB instances.
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Application Promotion Flow Chart: 

 

 

 

 

Infrastructure 

TimeTrade application and database servers are deployed in secure high-availability data centers. Multiple 

customer environments are hosted in a self-contained environment that contains all the necessary servers, 

network equipment (e.g., IDS, firewall, VLAN switch), and disk storage hardware. Redundant system 

components and optimized design patterns maximize availability and performance. TimeTrade’s Hosting 

Operations Group manages the environments. TimeTrade’s corporate IT networks are segregated from the 

production hosting environments and are managed by TimeTrade Hosting Operations Group.  
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Software 

The TimeTrade Applications Services are accessed via the public internet in conjunction with compatible 

web browsers. All popular web browsers are supported, including many mobile platforms. 

 

Application Administrator User Interface (UI) 

The Application Administrator UI is a web-based tool that enables customers to manage the operational 

side of their services and perform tasks such as user maintenance and appointment modification. The UI 

also provides other administrative capabilities, including:  

• Managing of permissions, users, and roles; and 

• Importing and exporting of data. 

 

The UI allows customers to generate various types of reports related to appointment activity. 

 

Procedures 

TimeTrade has developed and documented formal policies and procedures including: security information 

management, program release management, risk assessments, technical operations, and backup and 

recovery. These policies and procedures have been developed to segregate duties, where possible, and 

enforce responsibilities based on job functionality. Policies and procedures are reviewed periodically and 

are updated as necessary. Customers may inspect certain policies and procedures if they have been 

approved for release and have binding confidentiality obligations to TimeTrade. 

 

Data 

TimeTrade implements and maintains backup, security, and business continuity measures that are 

designed to maintain the security and integrity of customer data and consumer data. The customer has sole 

responsibility for the accuracy, quality, integrity, legality, reliability, and appropriateness of all customer 

and consumer data. 

 

TimeTrade processes consumer data on behalf of its customers. The customer is responsible for informing 

third parties (i.e., consumers) of such processing of their consumer data and ensuring that any required 

third parties have given their consent to such processing in accordance with applicable law. 

 

Boundaries of the System 

The boundaries of the system and its relationship to the customer-controlled environment are outlined in 

the illustration in section III, subsection iii. In general, TimeTrade services are accessed via internet 

connected web browsers and have API’s available for customers to integrate with their own environments 
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and systems. The Hosting Platform itself is provided as an IaaS model with the virtual servers maintained 

and secured by TimeTrade 

 

Customers are responsible for maintaining their customizations, integrations with third party services, and 

the relationship with their own consumers.  

 

Subservice Organizations 

The following subservice organizations are used by TimeTrade in the delivery of their application services. 

This report does not extend to the controls of the subservice organizations listed below. 

 

Subservice 
Organization Description of Services Provided Related Control Objective  

Amazon Web 
Services (AWS) 

TimeTrade contracts with AWS for data center 
hosting (IaaS) in United States, Australia, Canada 
and the United Kingdom. Services include DDOS 

mitigation. 

 
See Security sections 6 and 7 
 

SoftLayer (IBM): 
TimeTrade contracts with SoftLayer for data 

center hosting (IaaS) in Australia and Canada. 
Services include DDOS mitigation. 

 
See Security sections 6 and 7 
 

MaxCDN: 
Content Delivery Network (CDN) service to serve 

web page content to consumers. 
N/A 

Go Daddy 
TimeTrade contracts with Go Daddy to register 

domains and SSL authority. 
N/A 

Google Services 
TimeTrade contracts with Google to provide 
mapping services in order to determine the 

nearest service location to the user. 
N/A 

Smartling 
TimeTrade contracts with Smartling to provide 

active Web translation services. 
N/A 

Motion Point 
TimeTrade contracts with Motion Point to 
provide active Web translation services. 

N/A 

One Reach 
TimeTrade contracts with One Reach to provide 

SMS and voice recognition services. 
N/A 

SendGrid 
TimeTrade contracts with SendGrid to provide 

high-deliverability for email services. 
N/A 

Zuora 
TimeTrade contracts with Zuora to facilitate 

subscription & payment transactions for 
TimeTrade SMB services. 

N/A 
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Significant Events and Conditions 

All components of the system are continuously monitored through logging mechanisms. The overall health 

of related systems, their logs, and the effectiveness of the controls are under supervision of TimeTrade staff. 

 

Reports Preparation and Delivery 

The Hosting Operations Team is responsible for global 24x7 monitoring, management, administration and 

maintenance of the computing infrastructure; with an emphasis on sustaining the availability of the service 

for all production environments in accordance with the standard service level agreement (SLA) for 

availability. 
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IV. Relevant Aspects of the Control Environment, Risk Assessments, Control 
Activities, Information and Communication, Monitoring Controls 

 

Control Environment 

The control environment at TimeTrade begins at the highest level of the Company. Executive and senior 

management play important roles in setting the Company’s tone from the top, and their direct leadership 

is an integral part of the integrity and ethics that are part of the TimeTrade corporate culture. TimeTrade 

has a CISO and a dedicated Information Security Program Oversight Council (IPOC) to regularly review 

and revise security and privacy related technology and organizational issues. Additionally, all employees 

are required to take annual security awareness training.  

 

Risk Assessments  

TimeTrade’s IPOC performs quarterly risk assessments and reviews of information security risks to the 

Business and TimeTrade Application Platforms to identify and address threats and vulnerabilities. 

Procedures for the risk assessment are documented in the TimeTrade risk assessment methodology. An 

annual Risk Scorecard is developed as well as vendor management and monitoring with regards to risk.  

 

Company policies and procedures are focused on risk management and are maintained, updated, and 

communicated to employees on a regular basis.  

 

Control Activities 

Policies and procedures have been established and documented for the purpose of communicating and 

formalizing responsibilities and expectations, as well as to emphasize the importance of a control conscious 

organization. The senior executive team meets regularly to review business results and plans. Annual 

strategic planning guides the development of the business plan and the quarterly review of this business 

plan focuses on financial results. Policies, procedures, and practices exist that ensure business plan 

directives are carried out in all business units. 

 

TimeTrade has developed policies to meet the security and confidentiality requirements of its outsourcing 

clients to enable only authorized access and to prevent unauthorized access to its systems. Controls have 

been developed to achieve the security and confidentiality objectives in such a way as to be consistent with 

TimeTrade defined security and confidentiality policies.  
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Key control elements of the security system include restrictions to logical and physical system access, 

protection against unauthorized access, viruses, malicious code, encryption of user authentication data, 

procedures to address system breaches, procedures to address non-compliance with system policies, and 

hiring and training procedures to ensure personnel responsible for the design, implementation, 

configuration, modification, and management of the systems affecting security are qualified to do so. In 

order to ensure the system continuously meets its security and confidentiality policies, TimeTrade has 

developed procedures to maintain system components; ensure only authorized changes are made to 

system components; and emergency changes are authorized and documented.  

 

TimeTrade has developed policies that specifically address confidentiality including the establishment of 

procedures to ensure confidential information is disclosed in accordance with the Information and Security 

Policy as well as TimeTrade’s Non-Disclosure and Master Service Agreements. Third parties with whom 

TimeTrade may share confidential information conform to TimeTrade’s Security and Confidentiality 

Policy. All affected parties are notified of any changes or updates to the security and confidentiality policies 

and procedures that would materially decrease the levels of protection.   

 

Information and Communication 

TimeTrade has documented internal communication policies and procedures to ensure that all employees 

understand their individual roles and responsibilities concerning controls and to ensure that significant 

events are communicated in a timely manner. These include training programs, the use of e-mail messages 

to communicate time-sensitive information, intranet site and periodic meetings.  

 

Monitoring Controls 

TimeTrade has established and maintains a formal, documented, mandated, company-wide Information 

Security Program. In addition, TimeTrade self certifies with the EU Privacy Shield Framework 

(www.privacyshield.gov) and has had its Privacy Policy and practices reviewed by legal counsel. 

 

TimeTrade utilizes various automated systems, such as an intrusion detection system and system 

availability and security event tools to monitor the security, availability, and performance of the TimeTrade 

Application Platform and networking equipment.  Documented security alert and escalation policies and 

procedures provide response guidelines in the event of a system alert. Automated monitoring systems are 

supplemented with manual review of system logs.
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V. Security and Confidentiality Principles 

TimeTrade’s operations are constructed to meet the service requirements for its customers. Internal controls 

have been established to safeguard these services and are present in the form of the following control 

principles.  

TimeTrade has a formal Information Security & Confidentiality program centralized around a 

comprehensive written Security and Confidentiality Policy. The program incorporates administrative, 

technical and physical safeguards to protect TimeTrade assets and client data. The structure of the program 

is designed to be compatible with criteria from the BIT Shared Assessment Program, Standardized 

Information Gathering questionnaire (SIG) and ISO 27002 (formally ISO 17799). 

General Controls 

The CISO and the IPOC are responsible for developing security standards for TimeTrade services. 

TimeTrade has a series of policies and procedures that address the security and confidentiality principles. 

The TimeTrade (IPOC) is responsible for reviewing the policies on at least an annual basis. Each TimeTrade 

security policy has an owner that approves the policy after receiving input from the IPOC. The owner is 

responsible for approving, implementing and enforcing the policies. TimeTrade employees receive annual 

Security Awareness training to communicate TimeTrade security and confidentiality policies as applicable. 

Logical Security 

The responsibility for provisioning user accounts for employees is shared among the Human Resources 

(HR), IT and Engineering departments. Approval for user accounts and system access for new and existing 

employees must come from the Hiring or Department Manager and is based on the employee’s job 

function. Access is granted by a System Owner, who verifies that the access requested is appropriate. 

In the event that an employee is terminated, a process is in place to de-provision the employee’s access in 

a timely manner.  

User IDs and Password Parameters 

Unique user IDs are assigned to users at the time of account creation. System password parameters include: 

• A character length minimum;

• Complexity requirements;

• Modification on a periodic basis;

• No re-use of passwords; and

• Locking of accounts after a specified number of invalid login attempts.
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Firewalls 

All web, application and database servers are protected by multiple firewall layers in a demilitarized zone 

(DMZ). Inbound traffic is restricted to IP addresses within the DMZ and to only those protocols necessary 

for the application hosting environment.  

Firewall devices are configured as specified in the Information Security Policy. Firewall configuration 

changes in the production environments require; a) formal change request, b) documented permission of 

the Hosting Operations Manager. For internal corporate firewall changes; a) formal change request b) 

approval from the Hosting Operations manager or their appointed representatives is required. Access to 

perform requested changes to any firewall is limited to authorized TimeTrade employees only.  

Anti-Virus Protection 

Anti-virus and anti-malware software is installed on all Windows servers. On a daily basis, this software 

checks for updates and automatically installs them. 

System Monitoring 

TimeTrade utilizes both external and internal monitoring tools to monitor Services availability and 

performance. Availability metrics are reported to the Executive Team, IPOC and applicable department 

managers on a quarterly basis. 

Intrusion Detection 

Intrusion Detection and Prevention Services, (IDPS) are installed on all external public connections and 

inter-VLAN traffic in the primary data center. All inbound and outbound traffic is scrutinized by the IDPS. 

Deep packet inspection at Layer 2 of the TCP/IP protocol stack is performed. The IDPS systems are 

monitored by a 3rd party NOC with instructions to immediately alert TimeTrade network operations staff 

of suspicious activities. Network operations staff have the ability to block all traffic from suspicious sources. 

Security Assessments 

TimeTrade periodically contracts with a third-party vendor to perform security assessments. 

Physical Security of Corporate Offices 

Physical access to TimeTrade corporate facilities is controlled via badge access and is limited to those 

needing access to conduct business for TimeTrade. Access to sensitive areas (i.e., server rooms) is limited 

to authorized TimeTrade personnel only. Visitors to TimeTrade corporate facilities shall have a TimeTrade 

person serve as their point of contact (POC) during their visit. Visitors at the headquarter offices are 
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required to have a government issued photo ID and sign into the visitor’s log. Visitors are escorted at all 

times. No Application or Licensee data is hosted or processed at TimeTrade office facilities. 

Physical Security of Platform Data Centers 

TimeTrade partners with data center providers who provide flexible services to ensure uninterrupted 

operation of production environments while providing the necessary physical security to protect our 

customers’ assets and intellectual property. 

The data centers have the following characteristics: 

• Locking cabinets or locking cage space dedicated to each customer;

• N+1 redundancy in power and HVAC delivery;

• Early warning smoke and particulate detection;

• Localized fire suppression systems;

• Power, HVAC, security, fire, moisture and leak detection systems;

• Centralized monitoring of all data center security and environmental systems;

• Palm scanner readers to access hosting space;

• Card access control at all interior doors; and

• Digital surveillance cameras with 90-day storage.

Change Management 

System development and change management policies are documented in the TimeTrade Security and 

Confidentiality Policy (SCP). The SCP provides a framework for a common process for initiating, testing 

and approving application code and infrastructure changes for the TimeTrade platform.  

Incident Management 

The process for reporting incidents is documented in the Company's Incident Response Plan, which is 

made available to TimeTrade personal. The Incident Response Plan includes an escalation and resolution 

process for security and confidentiality incidents. In addition, the Incident Response Plan includes 

documentation requirements and a “lessons learned” analysis to identify improvement areas that would 

prevent the incident from occurring in the future. TimeTrade responds promptly to all reported incidents 

as indicated in the Incident Response Plan. 
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Backup and Recovery 

In order to provide a stable and resilient platform to its customers, TimeTrade has developed and 

implemented a number of technologies and procedures for protecting critical assets so that they could be 

restored in a reasonable period, should a critical failure or natural disaster occur. Hosting partnerships 

allow for TimeTrade to take copies of content and customization data, as well as consumer data and 

metrics, and store them both locally and export them to another location under their control. 

Full backups are created of each database each day. Backups are encrypted upon creation and then securely 

electronically transmitted to another location for archiving. Incremental backups are made every 15 

minutes and saved to a separate disk volume at multiple sites. Integrity of backup files is tested weekly; a 

random sample of archived files is restored and verified at both the primary and secondary datacenters. 

Due to the highly dynamic nature of the data and that licensee data can be maintained for the life of the 

contract, rapidly accessible full database copies are rotated on a seven-day schedule. Further database 

archives are maintained separately from the production environments for up to one year. All database 

backups are stored securely and encrypted at rest. 

Personal Identifiable Information (PII)  

The TimeTrade application typically collects the name, phone number and email address of the customer. 

Optional and additional fields are available in the application configuration to collect other information; 

however, as clearly stated in the Master Services Agreement for TimeTrade Services, these fields should 

never be used to collect sensitive data such as PII or credit card information. 
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VI. User Control Considerations

The controls and practices of TimeTrade’s services and related functions are designed with the assumption 

that complimentary administrative, physical, and technical controls are implemented by client 

organizations. The application of these specific controls at client organizations is necessary to provide 

reasonable assurance that the control objectives included in this report are achieved. Clients of TimeTrade 

need to implement and maintain an internal control structure that provides reasonable assurance that 

services are performed by TimeTrade in accordance with client instructions.  

Reference Description 
Related Control 

Objective  
(See Section V) 

General 

Access Control 

• TimeTrade customers are responsible for creating all user
accounts other than the initial accounts that are created
during the provisioning process.

• TimeTrade customers are responsible for ensuring that
authorized users are appointed as organizational
administrators for granting access to the application
interfaces.

• TimeTrade customers are responsible for ensuring a user
provisioning process exists for authorizing users to access
the TimeTrade applications.

• TimeTrade customers are responsible for timely removal of
access when users no longer require access to system
resources (e.g., transfer, termination).

• TimeTrade customers are responsible for applying logical
access controls (e.g., level of access, password controls) to
their users who have TimeTrade application user accounts.

• TimeTrade customers are responsible for configuring the
password parameters for their client ID.

• TimeTrade customers are required to comply with all
applicable rules of credit card associations (including
American Express, MasterCard and Visa).

• TimeTrade customers are required to comply with all
applicable rules of proper use and storage of PII or PHI.

As outlined in 
the Common 
Criteria (CC) 

 and 

Confidentiality 
(C) Domains 
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Reference Description 
Related Control 

Objective  
(See Section V) 

Information 
System 

Acquisition, 
Development 

and 
Maintenance 

• TimeTrade has appropriate application development and
change management procedures for changes that affect the
application platform.

• TimeTrade has a formal change management process for
when a change that may affect the security, performance or
availability of the application platform.

As outlined in 
the Common 
Criteria (CC) 

 and 

Confidentiality 
(C) Domains 

Communications 
and Operations 

Management 

• TimeTrade customers are responsible for managing and
changing DNS addresses outside of TimeTrade’s control (i.e.
domains not owned by TimeTrade).

• TimeTrade customers are responsible for providing terms
and conditions by which they conduct transactions with
their customers.

• TimeTrade customer is responsible to backup and maintain
security and confidentiality of consumer and other data that
is outside of TimeTrade’s direct control or that resides
within the Client organization’s systems.

• TimeTrade customers are responsible to have and follow
appropriate data retention procedures for data outside of
TimeTrade’s direct control.

As outlined in 
the Common 
Criteria (CC) 

 and 

Confidentiality 
(C) Domains 
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